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Chapter 1  

1. Protection! Licensing Server Overview 
 

 

 

Protection! Licensing Server consist s of two major components to support the Licensing 

Server functi onality ï the Licensing Server itself and the Management Console.   

1.1 Protection! Licensing Server 

 

Licensing Server is responsible for distribution of licenses and for tracking of the 

concurrent use of licenses. The Licensing Server application is a tu rnkey solution that is 

deployed inside the customer's network. It can be run as a Windows service or as a 

UNIX /Linux  daemon. The main features of the Licensing Server are:  

 Support for Floating and Named User models by tracking licenses usage using the 

conc ept of license lock (acquire) and unlock (release).  

 Ability to revoke license locks sessions to force client applications to unlock (release) 

licenses.  

 License lock sessionôs expiration to allow correctly releasing of the license lock when 

the client appli cation is not responding or the network (connection to the Licensing 

Server) is down.  

 Ability to host and to distribute an unlimited number of licenses for an unlimited 

number of products.  

 Ability to allocate licenses for specified users and/or user groups . 

 Ability to control access to the Licensing Server by using access control lists 

(whitelist and blacklist) for any types of operations.  

 Ability to remotely monitor and manage the Licensing Server via supplied 

Management Console application.  

 

1.2 Protection! Licensing Server Management Console 

 

The Management Console is a GUI application intended for remote monitoring and 

management the Licensing Server(s). The main features of the Management Console 

are:  

 Authentication and authorization per Licensing Serv er with the ability to maintain the 

Licensing Server users.  

 Support for multiple Licensing Server connections.  

 Ability to discover running instances of the Licensing Servers via network broadcast.  

 Ability to maintain access control lists.  

 Ability to view l icensing statistics and server statistics.  

 Ability to disable/enable any licensing activities.  

 Ability to shut down the Licensing Server.  

 Ability to visually monitor current license sessions.  

 Ability to revoke specific license sessions.  

 Ability to maintain  licenses storage.  

 Ability to maintain license users/groups  

 Ability to allocate licenses for specified users and/or user groups.  
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Figure 1 : Licensing Server Management Console  
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Chapter 2  

2. Working with the Protection! Licensing Server 
 

 

 

This topic outlines how t o work with the Licensing Server application running on the 

different platforms.   

2.1 Running the Licensing Server 

 

The Licensing Server application is a turnkey solution that is deployed inside the 

customer's networ k. It can be run as a Windows service or as a UNIX /Linux  daemon. 

Licensing Server can also be started as an application  via the command line :  

 
java ïjar ProtectionLS.jar  

 

The following screenshot  illustrates sample output  when Licensing Server has been 

sta rted via command line :  

 

 

Figure 2 : Starting the Licensing Server via command line  

 

2.1.1 Microsoft Windows 

The Licensing Server Windows service is registered by the Licensing Server installer. It 

is also possible to install servic es from the command line by passing /install  to the 

ProtectionLS.exe  service executable. If the Licensing Server service is installed via 

command line then the default start mode of the service can be determined as follows:  

 Start on demand -  In start on de mand mode, the Licensing Server service must be 

manually started by the user in the Windows service manager. This start -up mode 

can be forced on the command line if the user passes /install - demand to the 

Licensing Server executable instead of /install .  



Protection! Licensing Server Administrator Guide  v3.5  
Copyright É 2003-200 8 jProductivity L.L.C. http://www. jproductivity.com  

7 

 Aut o start -  In auto start mode, the Licensing Server service is always started when 

Windows is booted. This installation mode can be forced on the command line if the 

user passes /install - auto  to the Licensing Server executable instead of /install .  

 Windows s ervices are always uninstalled by passing /uninstall  to the Licensing 

Server service executable. All command line switches also work with a prefixed dash 

instead of a slash (like - uninstall ) or two prefixed dashes (like -- uninstall ).  

 

To start or stop the Licensing Server service, the /start  and /stop  options are 

available  respectively . In addition, a /status  argument shows if the service is already 

running. The exit code of the status command is 0 when the Licensing Server service is 

running, 3 when it is not running and 1 when the state cannot be determined (for 

example when it is not installed on Windows).  

 

As a second parameter after the /install  parameter, you can optionally pass a service 

name. In that way you can  install  the Licensing Server  service w ith a different service 

name than the default name.  Protection! Licensing Server will allow only a single 

running service instance regardless if multiple services with different names  were 

installed. You will not be able to u se the same Licensing Server service executable to 

start multiple services with different names.  

 

 

2.1.2 Unix 

For Unix service executables, the start , stop  and status  arguments are available for 

the Licensing Server start script  (by default script is called ProtectionLS  and it is 

located in the /bin  directory) . The stop  command waits for the Licensing Server service 

to shut down. The exit code of the status command is 0 when the  Licensing Server  

service is running and 3 when it is not running.  

 

On Unix - like platforms, the Licensing Server start/stop script  has to be integ rated into 

the boot sequence by the administrator.  

2.2 Shutting Down the Licensing Server 

 

To shutdown the Licensing Server:  

 If the Licensing Server is running as a Windows service or as a UNIX/Linux daemon -  

use an appropriate OS command to stop the serv ice/daemon  or by passing /stop to 

the Licensing Server service executable.   

 If the Licensing Server started as an application via the command line then to shut 

down the server sen d an appropriate interrupt command (e.g., Ctrl+C ) .  

 You can also stop the Lice nsing Server service via the Licensing Server Management 

Console. In the Management Console click on Summary shortcut on the Shortcuts 

Side Bar and in the Server Control panel click the ñShutdownò button (see the topic 

ñShutting Down  the Licensing Server v ia Management Console ò later in this Guide).  

2.3 Analyzing the Licensing Server Logs 

 

All of the Licensing Server activities are written into the log files located in the 

<Licensing_Server_Install_Folder> / logs  folder. The logs are rolled over daily by de fault 

N
o
te

 I f you install Licensing Server service with a different name then its default name 

then  you also have to pass the same service name as the second parameter if you 

use the /uninstall ,  /start  and /stop  parameters.  
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where the older (rolled over) logs are automatically renamed using the following naming 

convention <log_name.log.yyyy -mm -dd>.  

 

There are 2 (two) server logs ï access.log  and error.log . Access log contain all of the 

Licensing Server start/stop events,  all licensing activities and errors (e.g., when a port is 

occupied by a different service). Error log just contain s all of the Licensing Server 

errors.  

 

It is possible to configure  and fine tune  the Licensing Server logging sub -system by 

modifying the <L icensing_Server_Install_Folder>/conf / log4j.properties  file.  Please 

consult the log4j documentation  (http://logging.apache.org/log4j/docs/ ) for more 

information.  

http://logging.apache.org/log4j/docs/



